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                BRECKLAND COUNCIL 

       Methodology for Assessing Risk 
 

 
Every aspect of the Council’s work involves some risk: policy making, decision taking, 
action and implementation, regulation and spending. And there is an increasing 
expectation that we need to manage these risks well, to cut waste and inefficiency, and 
reduce unanticipated problems that undermine trust. Successful organisations are not 
afraid to take risks; unsuccessful organisations take risks without understanding them. 
Making the most of opportunities to improve public services, involves some amount of 
risk taking.  
 

This methodology is an outline of the process for identifying risks, assessing risks, 
addressing risks, reviewing and reporting risks. 
 

The HM Treasury Risk Management Model has been used to illustrate how the core 
risk management process is not isolated, but takes place in a context; and, how certain 
key inputs have to be given to the overall process in order to generate the outputs 
which will be desired from effective risk management.  
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STEP 1 – IDENTIFYING RISKS (See Appendix A for Risk Register template)  

Risk identification attempts to identify the Council’s exposure to uncertainty (a condition 
where the outcome can only be estimated). Risk is the chance of something happening 
that will have an impact on business objectives. It is defined as the combination of the 
probability (likelihood) of an event and its consequences (impact). Risks can bring 
about both negative and positive impacts. 

To ensure that key risks are identified the process requires imagination, creativity, 
ingenuity and wide involvement as well as a methodical framework. This is probably 
one of the most important steps of the process, as we can only attempt to manage risks 
we have identified! 

 
Questions to consider: 

• What is at risk?  

• What are the major objectives?  

• What are the risks associated with each objective?  

• Who are the stakeholders?  

Define the objectives  

Any organisation is primarily concerned with the achievement of objectives. You need 
to know what you are trying to achieve before you can start to think about the risks that 
could have an impact on your success. Put simply, there is no value in identifying the 
risk that a train may be late, if you are not travelling by train that day. 

The more clearly objectives are defined, the more it will help you consider those risks 
that could actually impact on your objectives. When setting objectives remember to 

make them Specific, Measurable, Agreed, Realistic and Time bound.  

At a corporate level, the Council has an overarching Vision for Breckland “A Better 
Place with a Brighter Future for everyone”. This Vision is underpinned by five Council 
Aims and twenty four priorities. How successful we are as a Council in dealing with the 
risks we face can have a major impact on the achievement of our key aims and service 
delivery to our Community. Breckland’s five Aims and twenty four priorities are as 
follows: 
 

AIM – .1. Building Safer and Stronger Communities 

Priorities - 

• 1. Tackle Anti-social Behaviour and its causes 

• 2. Reduce the fear of  crime 

• 3. Promote a sense of community belonging and pride 

• 4. Ensure all our services are provided in a fair and equitable manner 

• 5. Contribute to improving the health of people who live in Breckland 

• 6. Reduce poverty  
 

AIM – 2. Environment 

Priorities –  

• 1. To contribute to reducing the causes of climate change 

• 2. To Protect and improve Breckland’s natural environment and resources  

• 3. To protect green areas 
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• 4. To plant and protect trees 
 

AIM – 3. Prosperous Communities 

Priorities -   

• 1. Encourage inward investment and diversification of the local economy 

• 2. Promote the start-up, growth and retention of local businesses and the 
strengthening of Breckland’s entrepreneurial culture 

• 3. Promote the development of a more skilled workforce 

• 4. Protect and enhance our town centres 

• 5. Develop flourishing rural communities 

• 6. Secure a decent standard of housing across the district 

 

AIM – 4. Your Council, your services 

Priorities –  

• 1. Help your elected councillor to act as community leader, champion, and 
advocate 

• 2. Improve the quality and consistency of services received by customers 

• 3. Strengthen community consultation and involvement 

• 4. Involve people in the design and delivery of services that meet their needs 
 

AIM – 5. Entrepreneurial Council 

Priorities –  

• 1. Identify and maximise the full earning potential of the council 

• 2. Ensure the council manages its resources well and delivers value for money 

• 3. Maintaining strong systems of governance and business management 

• 4. Maximise the potential of the councils  natural resources, physical assets, 
people and technology to meet current and future needs 

 
At Directorate level, Directorate Service Area Team Performance Plans show how each 
Service Area and Directorate is helping the Council as a whole to achieve its overall 
Aims. The Plans detail the Aims and Priorities for service areas and individual 
Directorates for the next twelve months.   
 

At project level, the relevant project brief or project initiation document details the aims 
and objectives of the project. 
 
At partnership level, the partnership agreement or other formally agreed arrangements 
will detail the aims and objectives of the partnership. 
 

Select a Risk Category 

 
As risk management is part of our performance management culture, the categories are 

currently built around the word “PERFORMANCE” as effective risk management 
improves performance. The Risk Category check list is as follows: 
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Categories of risk Examples of risk 

 
Political  

Political personalities, Member support / approval,  
Electorate dissatisfaction 
Impact of election changes and new political arrangements 

 
E – Government 

Using new or existing technology  
Lack of, or failure of, technology, disaster recovery 
Hacking or corruption of data, breach of security 

 
Regulatory / 
Legislative 

Central government policy 
Legislation, internal policies and regulations, grant funding conditions etc  
Data Protection, Freedom of Information, Race Equality and Diversity,  
Disability Discrimination, Human Rights, Employment Law, TUPE,  
Health & Safety  
Potential for legal challenges, judicial reviews 

 
Financial / Fraud  

Budgetary pressures, loss of/reduction in income cost of living, interest  
rates, inflation etc 
Financial management arrangements, Investment decisions 
Affordability models and financial checks 
Inadequate insurance cover 
External funding issues incl. loss of (or reduction in) funding 
System / procedure weaknesses that could lead to fraud 

 
Opportunities  

Opportunities to add value or improve customer experience/satisfaction 
Opportunities to reduce waste and inefficiency  
Missed business, service or funding opportunities 

 
Reputation  

Negative publicity (local and national) from service or project failure  
Potential for legal challenges 

 
Management  

Key personalities, loss of key staff, recruitment and retention issues 
Internal management arrangements and protocols  
Lack of or inadequate management support, poor communication 
Capacity issues – enough, training issues, availability, sickness absence  
etc 
Emergency preparedness / Business continuity 

 

Assets 

Management and control of resources incl. land, property,  
equipment, information 
Could include health and safety or business continuity issues 
Abuse of intellectual property, data protection 

 
New :    
Partnerships / 
Contracts / Projects 

Partnership/Contract agreements / arrangements / relationships 
New initiatives or projects 
Procurement  
Project management arrangements 
Project failure – failure to deliver on time, to budget or specification 
Change programmes, new ways of working, new policies/procedures 

 
Customers/Citizens/ 
Clients 

Demographic change 
Impact on customer of service or project failure 
Consultation and Communication 
Current and changing needs and expectations of customers Crime and  
disorder 
Consumer protection 
Effects on physical and mental health and sense of social wellbeing 
Loss of independence and need for social care support 
Health and safety risks 
Impacts on health inequalities 

 
Environment  

Recycling, green issues, energy efficiency, land use, noise,  
contamination, pollution  
Impact of planning or transportation policies. 

 

Describe the Risk  



 5 

 
Describe what risk events could have an affect on the successful delivery of the stated 
objectives and what the impact (effect or consequence of a risk) would be if the risk 
event was to happen. A statement of a risk should encompass the cause of the impact, 
and the impact to the objective (“cause and consequence”) which might arise. 
 

Assign a Risk Owner  
 
All risks, once identified, should be assigned to an owner who has responsibility for 
ensuring that the risk is managed and monitored over time. A risk owner, in line with 
their accountability for managing the risk, should have sufficient authority to ensure that 
the risk is effectively managed; the risk owner may not be the person who actually takes 
the action to address the risk. 

Risk Owners are responsible for: 

 

• ensuring that appropriate resources and importance are allocated to the process;  

• confirming the existence and effectiveness of the current mitigating actions and 
ensuring that any proposed mitigating actions are implemented; 

• providing assurance that the risks for which they are the Risk Owner are being 
effectively managed. 

 

STEP 2 – ASSESSING RISKS 

 

We don’t have the resources to manage every risk all of the time, so we need to 
consider which risks are most likely to happen (likelihood) and what the impact would 
be, i.e. determine the degree of exposure based on likelihood, impact, and time frame if 
the risk is realised. 
 

Calculate the Gross Risk Score  
 
There will probably already be measures in place to minimise any identified risks – 
known as mitigating actions. However, it is important to bear in mind that in the first 
instance, risks are assessed on the basis that there are no measures in place or on the 
basis that any existing measures are not operating effectively. In other words we are 
seeking to ascertain the worst case scenario if the risk were to occur. This is known as 
the “gross” risk. 

 
The Risk Matrix below describes the agreed criteria you must use to assess whether 
likelihood and impact are high, medium or low. 
 

 

 

 

 

 
 

 

 

 

Measures of Likelihood and Impact 
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Likelihood  

 

 

 

Impact  
 
Score Description Example Detail 

3 
Red 

High 

Death or life threatening 
Serious service failure impacts on vulnerable groups 
Negative national publicity, highly damaging, severe loss of public 
confidence 
Serious impact felt across more than one Directorate 
Legal action almost certain and difficult to defend 
Financial impact in excess of £100,000 
Non-compliance with law resulting in imprisonment 
Loss of, or permanent damage to, ‘priority’ environmental/historic 
resources 

2 
Amber 

Medium 

Extensive, permanent/long term injury or long term sick 
Service failure impacts on property or non-vulnerable groups 
Negative local publicity, some loss of confidence, needs careful public 
relations 
Expected impact, but manageable within Directorate contingency plans 
Legal action expected 
Financial impact between £50,000 - £100,000 
Non-compliance with law resulting in fines 
Recoverable damage to ‘priority’, or loss of ‘non-priority’, 
environmental/historic resources  

1 
Green 

Low 

Short term sick absence, first aid or medical treatment required 
Some risk to normal service but manageable within contingency 
arrangements 
Little if any scope for impact on vulnerable groups 
Possible negative customer complaints, unlikely to cause adverse 
publicity, no damage to reputation  
Possible impact, but manageable locally by Service Managers 
Legal action possible but unlikely and defendable 
Financial impact less than £50,000 
Non-compliance with regulations / standards or local procedures 
resulting in disciplinary action. 
Recoverable damage to ‘non-priority’ environmental/historic resources 

Identify and describe current Control and Contingency Measures  

 

Score  Description Definition  
 

3 
Red 

High 

Has happened in the past year; or  
Is expected to happen in the next year 

More than 50% probability 
 

2 
Amber 

Medium 

Has happened in the past 2 – 5 years; or 

Is expected to happen in the next 2-5 years 
Between 25% to 50% probability 
 

1 
Green 

Low 

Has not happened in the past 5 years or more; or 

Is not expected to happen in the next 5 years or more 
Between 1% to 25% probability 
 



 7 

In reality the measures in place should already be helping to minimise the likelihood or 
impact of the identified risks.  Therefore describe control measures currently in place 
and working effectively which will impact on the likelihood of the event (i.e. stop the risk  
event from happening) and the controls which impact mainly on the consequences or 
outcomes (i.e. if it does happen how you would minimise the loss or maximise the 
benefits – Contingency Planning).  
 
NOTE: Please list the reference number of any Service Team Plan Indicators or 
Projects with which the risk is associated in the controls description.  
 

Identify any Mitigation (planned) Measures 

Describe the actions to be taken to mitigate the risk to an acceptable level i.e. where 
the level of control is considered inadequate and an action plan is required to improve 
the level of control by reducing the impact or likelihood, and enter the planned 
implementation date. 

 

Calculate the Net Risk Score  
 
Assess the likelihood and impact of the identified risks in light of any existing or planned 
measures to ascertain the “net” risk i.e. remaining level of risk after mitigating action 
has been taken, using the same risk matrix above.  
 

Prioritise Risks 
 
Breckland’s Risk Management Approach aims to focus on those risks that, because of 
their likelihood and impact, make them priorities. 
 
Both the gross and net risk level (likelihood and impact) of each risk are plotted and 
prioritised using a simple 3x3 matrix.  
 
The matrix uses a “traffic light” approach to show high (red), medium (amber) and low 
(green) risks.  
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
Where 
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and Impact cross determines the risk level. For example, a risk assessed as High 
Likelihood and High Impact is a Red 9. A risk assessed as Medium Likelihood and Low 
Impact is a Green 2. 
 
The result of this prioritisation is recorded in the Risk Register for both gross and net 
risks. 
 

STEP 3 – ADDRESSING RISKS 

 
The purpose of addressing risks is to turn uncertainty to the organisation’s benefit by 
constraining threats and taking advantage of opportunities. Most risks cannot be 
eliminated altogether and risk management involves making judgements about what 
level of risk is acceptable. Breckland’s Risk Management Approach details four 
categories of response – transfer, treat, terminate and tolerate – known as the Four Ts.  
 

The following table provides details of each response.  

 

Response Description 

 

Transfer Some risks can be transferred via contract to an insurer or other 
contracting 3

rd
 party e.g. legal liability, financial, property and vehicles 

etc. Some service delivery risks can be transferred to a partner or 
contractor by way of a formal contract or written agreement. However, 
some risks can not be transferred e.g. reputational risks. 

Treat Some risks will need additional treatment to reduce their likelihood or 
impact to an acceptable level. This response is most likely where the 
likelihood or impact is such that a risk has been identified as a 
high/red risk. The purpose of treatment is that whilst continuing within 
the organisation with the activity giving rise to the risk, action (control) 
is taken constrain the risk to an acceptable level. 

Terminate In some instances, a risk could be so serious that there is no other 
option but to terminate the activity that is generating the risk. It should 
be noted that the option of termination of activities may be severely 
limited in government when compared to the private sector; a number 
of activities are conducted in the government sector because the 
associated risks are so great that there is no other way in which the 
output or outcome, which is required for the public benefit, can be 
achieved. 

Tolerate This response will be appropriate where you judge that the control 
measures in place are sufficient to reduce the likelihood and impact of 
a risk to a tolerable level and there is no added value in doing more. 
Even if it is not tolerable, ability to do anything about some risks may 
be limited, or the cost of taking any action may be disproportionate to 
the potential benefit gained. In these cases the response may be to 
tolerate the existing level of risk. This option, of course, may be 
supplemented by contingency planning for handling the impacts that 
will arise if the risk is realised. 
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Generally, any “net” red risks (i.e. those risks that appear in the 6 & 9 box of the matrix 
after taking any mitigating actions into account) are viewed as unacceptable in the first 
instance and must be “treated” with Senior Management involvement. At this stage 
some form of cost benefit analysis may be needed to ensure that the cost of further risk 
mitigation action does not outweigh the cost of tolerating the risk.  
 
The Corporate Management Team (for strategic risks), Service Managers (for 
operational risks), or Project / Partnership Boards (for project or partnership risks) are 
responsible for considering additional management action plans and any cost benefit 
analysis. Corporate Management Team, Service Managers or project board (as 
appropriate) will make the decision as to whether or not these risks will be treated 
further.  
 
Amber risks are acceptable, but the risk should be reduced as low as reasonably 
practicable. Contingency plans must be developed. Green risks are broadly tolerable. 
The acceptance of a risk represents an informed decision to accept the impact and 
likelihood of that risk. 

 
 

STEP 4 – REVIEWING AND REPORTING 

 
Effective risk management requires a reviewing and reporting structure to ensure that 
risks are effectively identified and assessed and that appropriate controls and 
responses are in place.  
 
Regular internal reports will enable senior managers and Members to be more fully 
aware of the extent of the risks and the changes occurring to them.  
The agreed reporting arrangements are aimed at providing different levels of the 
Council with the most appropriate information.  
These arrangements allow: 
 

• regular monitoring of the risk identification and prioritisation process as an integral 
part of the existing service and corporate planning process; 

• regular monitoring and updating of the key risks facing services and Directorates;  

• assurance that mitigating actions are operating effectively; quarterly and monthly 
reports  to Members on the key risks facing the Council and its management ; 

• an annual review of the risk management strategy and risk guidance documents. 
 
At corporate level, monitoring is undertaken by the Corporate Management Team 
(CMT) supported by the Lead Risk Officer. 
 
At operational level, monitoring is undertaken by individual Service Managers supported 
by CMT, Risk and Performance Lead Officers. 

KEY TO 
MATRIX 

RISK 
CATEGORY 

HOW THE RISK SHOULD BE MANAGED 

  
High Risk    
 (6-9) 

Immediate action required, Senior Management must be involved and 
management responsibility specified 

  
Medium Risk 

(3-4) 
Management responsibility specified and manage by specific 

monitoring or response procedures 

  
Low Risk    
 (1-2) 

Manage by routine procedures, unlikely to need specific or significant 
application of resources 
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At project level, monitoring is undertaken by individual Project Boards supported by the 
relevant Project Manager. 
 
At partnership level, monitoring is undertaken by individual Partnership Boards 
supported by the relevant Client Monitoring Officer. 
 
Training in the risk management methodology and techniques is provided to those 
officers with direct responsibility for / involvement in the risk management process. 
Separate training in the use of the Council’s Performance and Risk Management 
software is also available.  
 
Contact the Lead Risk Officer mailto:performance@breckland.gov.uk 
 
For further information on the Council’s Risk Management Framework and roles and 
responsibilities refer to the Council’s Risk Management Strategy which can be located 
on the Intranet Risk Management Page. 
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Monitoring and Review process 

The overall framework for managing risk is illustrated by the following diagram: 
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APPENDIX A 

BRECKLAND DISTRICT COUNCIL RISK MANAGEMENT RISK REGISTER 

DIRECTOR:  ................................................................................ 

REPORT NAME/TYPE:  .................................................................... 

SERVICE AREA / FUNCTION:   .......................................................... 
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Email all Completed Risk Registers to the Lead Risk Management Officer mailto:performance@breckland.gov.uk 


